OlaPay

FinTech Lab

NMpuMmep nHdpopMmaumm ansa pasMeleHnsa Ha cauTte

Huye npeactaBneHbl NpuMepbl MHDOPMaLIMK, KOTOPYO HEO6X0ANMMO pasMecTUTb Ha caiTe
ANS COOTBETCTBMUS TPeboBaHUAM.

MnaTtexkn. Onnara 6aHKOBCKOW KapTOW OHJIaWH

Haw canT NnoagKAYEH K MHTEPHET-2KBANPUHTY, N Bbl MOXeTe onnatutb Ycnyry
6aHkoBckon kapTon Visa nnu Mastercard. lNMocne noaTeepxaeHus BbibpaHHoro Toeapa
nn6o ycnyrm oTKpoeTcs 3allmLeHHOE OKHO C MIaTeXHOW CTpaHMLEN NPOLEeCCUHIOBOrO
ueHTpa OlaPay, raoe Bam Heo6xoamMmMo BBECTM AaHHble Balwlen 6aHKOBCKOM KapTbl. AN
OOMONTHUTENBbHOM ayTEHTUdMUKaUNN AepXKaTensa KapTbl UCMOMb3yeTcs NnpoTokon 3-D
Secure. Ecnun Baw baHK-3MUTEHT NoanepXXmMBaeT AaHHYO TeXHoNorunto, Bel 6yaete
rnepeHarpaB/ieHbl Ha ero cepeep AN NPOXOXKAEHUSA AOMONHUTENbHON AeHTUdMKaUUN.
MHdopMaunto o npaBuiax U MeToaax AOMONHUTENbHOW naeHTUdUKaumMm yToOUYHSNTE B
baHke, BblgaBweM BaM 6aHKOBCKYIO KapTy.

Ycnyra oHnanH-onnaTbl OCYLLIECTBASETCSA B COOTBETCTBMW C NpaBuiamMmm MexayHapoaHbiX
nnaTexHbix cuctem Visa n MasterCard Ha npuHUMnax cobnoaeHns KOHpUAeHLUManbHOCTH
1 6e30MacHOCTU COBEPLUEHUS NNaTexa, A1 3TOr0 UCMNOJIb3YHOTCS CaMble aKTyasibHble
METO/bl MPOBEPKU, UMD POBaAHNS U Nepeaaym AaHHbIX N0 3aKPpbITbIM KaHaaM cBs3u. Beoa
OaHHbIX 6aHKOBCKOWM KapTbl OCYLLECTBISETCS B 3aLMLEHHOM OKHE Ha MNJIaTEXHOM
cTpaHuue OlaPay.

B nonsa Ha nnaTtexHon cTpaHuue TpebyeTcs BBECTU HOMEP KapTbl, MMS BNlagesnbla KapTbl,
CPOK OENCTBUS KapThbl, TPEX3Ha4YHbIM Ko 6e3onacHocTtu (CVV2 ana VISA nnn CVC2 ansa
MasterCard). Bce HeobxoamMble AaHHble OTOOpa)keHbl Ha MOBEPXHOCTM 6AHKOBCKOWM
KapTbl.

CVV2/ CVC2 — oT0 TpEX3Ha4HbIn Koa 6e30nacHOCTM, HaXoasLWMNCs Ha 060pOTHOM
CTOpOHE KapThbl.

[anee B TOM e OKHe OTKpOeTCs CTpaHuua Bawero 6aHka-amuteHTa ans seoaa 3-D
Secure koga. B cnyyae, ecnu y Bac He HacCTpoeH cTaTuyHbin 3-D Secure, oH 6yaeT
OTMpas/ieH Ha Baw HOMep TenedoHa nocpeactsoMm SMS. Ecnmn 3-D Secure koa k Bam He
npuwen, To cnegyet obpaTutca B Baw 6aHK-3MUTEHT.

3-D Secure — 3TO camas COBpeEMeHHas TexHonorms obecneyeHms 6e3o0nacHoOCTH
naaTexXemn no KapTaM B CETU MHTEPHET. [103BoNSIET 0AHO3HAYHO MAEHTUDNLMPOBATL
NOAJSIMHHOCTb AepXXaTeNsi KapTbl, OCYLLECTB/ISIOLWErO Onepaunto, U MakCMManbHO CHU3UTb
PUCK MOLLUEHHMYECKMX OrnepaLni no KapTe.



MapaHTMn 6es3onacHoOCTH

MpoueccuHrosbin LeHTp OlaPay 3awmuwaeT u obpabaTtbiBaeT AaHHble Balwen 6aHKOBCKOM
KapTbl No ctaHaapTy 6e3onacHoctn PCI DSS 3.0. lNepenava nHdopMaumm B NaaTEXHbIN
LLU/THO3 MPOUCXOANT C MPUMEHEHUEM TEXHOOMMKN WndpoBaHusa SSL.

JanbHenwas nepegayvya MHGOpPMaLMM NPOUCXOANT MO 3aKPbITbiIM 6AHKOBCKUM CETAM,
MMeKLLMM HauBbICLLNIM YpOBEHb HaAZeXHOCTU. OlaPay He nepenaeT AaHHble Balien

KapTbl HAM U UHbIM TPETbUM NMuaM. Nns 4ONONHUTENbHON ayTEHTUMUKALUNK Aepx)aTens
KapTbl UCcnosb3yeTcsa npotokon 3-D Secure.

B cnyuae, ecnm y Bac ectb BONpoChl N0 COBEPLUEHHOMY NNaTexy, Bbl MOXxeTe 06paTUTbLCSA
B cny>|<6y noaaeEpPXKM KIMEHTOB NaTeXHOro cepsnca rno 3)‘IeKTp0HHOI7I
noyte Support@olapay.kz

Be30nacHOCTb OHJ/IAaUH-NJIATeXXeun

MNpepocTtaBnseMas Bamu nepcoHanbHaa nHdopmauusa (uma, agpec, tenedoH, e-mail,
HOMep KPeAUTHOM KapTbl) ABNAETCA KOH(MUAEHLMANBHOW N HE MOANEXUT pasr/alleHunto.
[aHHble Bawer KpeanTHOW KapTbl NepeaatoTcs TObKO B 3alUN(PPOBaHHOM BUAE U HE
COXpaHATCA Ha HaweMm Web-cepsepe.

be3onacHocTb 06paboTkm NHTepHeT-nnatexen rapaHtupyetr TOO «OL&ADD Finance
Group». Bce onepaumun ¢ naaTeXHbIMWU KapTaMmn NpOUCXOAST B COOTBETCTBUM C
TpeboBaHuammM VISA International, MasterCard n apyrmx nnatexHblx cuctem. MNpu
nepegavye nHhopMaLmMm UCMONb3YIOTCS CreumanmM3nmpoBaHHbIe TEXHOIOrMKM 6e30nacHOCTHU
KapTO4YHbIX OHMI@aH- nnaTtexen, o6paboTka AaHHbIX BeAeTCs Ha 6e30nacHOM
BbICOKOTEXHO/IOMMYHOM CepBepe MPOLECCMHIOBON KOMMAHWUN.

OnnaTta nnaTtexHbIMK KapTamMm 6e3onacHa, NOTOMY YTO:

e CucTema aBTOpM3auMM FrapaHTUPYET NOKYNaTeso, YTO NMaaTeXHble PeKBU3NUTbI ero
naaTexHon kapTbl (HOMep, cpok agerictems, CVV2/CVC2) He nonagyT B pyKu
MOLLUEHHMKOB, TaK KaK 3TW AaHHble HE XPaHATCS Ha CepBepe aBTOpU3aunmn N He
MOryT 6bITb MOXWULLEHbI.

o [lokynatenb BBOAUT CBOW MNaTeXHble AaHHble HEMOCPEACTBEHHO B CUCTEME
aBTopu3auum OlaPay, a He Ha calTe MHTepHeT-MarasnHa, cneaoBaTesbHo,
NAaTEXHblE PEKBM3UTbI KApPTOYKM NoKynaTens He 6yayT AOCTYMHbI TPETbUM TULAM.

vish @

mastercard.
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NMpaBuna gocraBku

3aecb BaM Heo6xoaMMo onucaTb npaBuJia " ycsioBnsa OCTaBKHM, €CJiM OHa €CTb

Bo3BpaT AeHeXHbIX CpeAcCTB

I'Ile nposeaeHnn OHJTANH-OMAaThI nocpeacCTBOM MJiaTeXHbIX KapT He AO0MYCKaeTCd BO3BpaT
HaJIM4YHbIMWN AeHEeXHbIMU CpeaCTBaMN. HODHAOK BO3BpaTa peryjampyeTca npasuiamMmu
MeXAYHapOoAHbIX M/1aTeEXHbIX CUCTEM:

1. MNoTpebuTens BNpaBe 0TKa3aTbCs OT TOBapa B tob6oe BpeMs A0 ero nepegayu,
rnocne nepefayu ToBapa 0Tkas HeobxoanMo oOpMUTb B TeueHne 14 aHen;

2. Bo3BpaT TOBapa Haanexallero Ka4yectsa BO3MOXEH B C/ly4yae, eCc/in COXpaHeHbl ero
TOBapHbIN BUA, NOTPebUTENbCKNE CBOWCTBA, a TaKXe AOKYMEHT, MOATBEPXAAKOLLUN
daKT 1 ycnoBuS NOKYMNKM YKa3aHHOro ToBapa;

3. MNoTpebutenb He BNpaBe 0TKa3aTbCs OT TOBapa Haanexallero KayecTsa,
MMELLEro NHAMBUAYAbHO-0NpPeaeseHHbIE CBOMCTBA, €CNMN YKa3aHHbIA TOBap
MOXET 6bITb MCNOJIb30BaH UCK/IHOYNTENTBHO NMPUOBpPETAIOLLMM €ro YUENOBEKOM;

4. Tpwn OTKa3e OT ToBapa CO CTOPOHbI NOTpebutens npoaaseLl A0IXKEH BEPHYTb MY
OEHEXHYI0 CYMMY, ynJjiadeHHYo notpebuteneM, He nosgHee 4yeM yepes AecsTb
AHel cOo AHSA npeabsBfieHus noTpebuTtesneM COOTBETCTBYHOLWEro TpeboBaHus.

[ns Bo3BpaTa AeHEeXHbIX CpeAcTB Ha 6aHKOBCKYIO KapTy He06X0AMMO 3anoHUTb
«3asBfieHMe 0 BO3BpaTe AEHEXHbIX CPeACTB», KOTOPOE BbiCblsIaeTcs No TpeboBaHuto
KOMMNaHWen Ha 3/1eKTPOHHbIN agpec, 1 OTMNPaBUTb €ro BMeCTe C NPUIoXKEHNEM KoMK
OOKYMeHTa, YA0CTOBepsoLWero JMYHOCTb, No agpecy E-MAIL apgpec.

Bo3BpaT AeHEXHbIX cpeacTB 6yAeT ocyLlecTB/ieH Ha 6aHKOBCKYIO KapTy B TeYeHue
paboyero AHSA CO AHSA NMONYYEHUS «3asiBIEHNE O BO3BPATE AEHEXHbIX CPeaACcTB»
KomMmnaHuen.

[ns Bo3BpaTa AeHEeXHbIX CPpeAcTB Mo onepaunsiM, NPoBeAeHHbIM C Ownbkamu,
Heo6x04MMo 06paTUTLCA C MMCbMEHHbBIM 3asBNEHNEM U MPUSIOXKEHNEM KOMUK AOKYMEHT],
yAOCTOBEPSAIOLWErO JIMYHOCTb, M YEKOB/KBUTAHUWIA, NOATBEPXKAAKOLWMX OWNOOYHOE
cnuncanme. [laHHoe 3asiBneHne HeobxoamMmMo HanpasuTb No agpecy E-MAIL apgpec.

CyMMa Bo3BpaTa byaeT paBHATbCS CyMMe NOoKynku. CpoK pacCMOTpeHUs 3asBieHns n
BO3BpaTa AEHEXHbIX CPEACTB HAYMHAET MCUYUCNSATBCS C MOMEHTa nosydyeHuss KoMmnaHumen
3as8BNeHNS N pacCuymMTbIBaeTCs B pabounx AHsx 6e3 ydeTa npa3aHMKOB/BbIXOAHbIX AHEN.

Cny4yau oTkasa B COBepLUEeHUU nJaTexa:

e GaHKOBCKas KapTa He NpeAHa3HayeHa 4/ COBepLUEeHMS nnaTexen yepes
WMHTEPHET, O YEM MOXHO y3HaTb, 06paTUBLLMCL B Bal BaHK-3MUTEHT;



e HeOOCTAaTOYHO CPeACTB AJs onaThl Ha 6aHKOBCKOM kapTe. NoapobHee 0 HanMumu
CPeACTB Ha N/iaTexHol KapTe Bbl MoXeTe y3HaTb, 06paTMBLWINCE B H6aHK,
BbINYCTUBLINI BAHKOBCKYO KapTy;

e JaHHble 6AaHKOBCKOW KapTbl BBEAEHbI HEBEPHO;

e UNCTEK CPOK AencTBUs 6aHKOBCKOM KapTbl. CpOK AENCTBUSA KapTbl, Kak NpaBuso,
yKa3aH Ha NInueBoM CTOPOHE KapTbl (3TO Mecsl M rof, A0 KOTOPOro AeNCTBUTENbHA
KapTa). lNoapobHee 0 cpoke AenCTBUS KapTbl Bbl MOXeTe y3HaTb, 06paTUBLLUNCL B
6aHK-3MUTEHT.

Mo Bonpocam onnaTbl C NOMOLLbI 6AHKOBCKOW KapTbl M MHbIM BONPOCaM, CBSA3aHHbIM C
paboToi canTa, Bbl MOXxeTe 0bpaTuTbCa No cnegywowmm TenedoHam: BALL HOMEP
TENE®OHA.

KoHdmaeHUManbHOCTb
1. OnpepeneHus

WHTepHeT npoekT www.BALU AAPEC CAMNTA.kz (nanee - URL, «Mbl») CEPbE3HO
OTHOCMKTCSI K BOMPOCY KOHMOUAEHLMANBbHOCTU UHMOPMaLIMM CBOUX KJIUEHTOB U
nocetuteneli caiita www.BALLU APEC CAUTA.kz (nanee — «Bbl», «N0OCETUTENN
canTa»). NepCcoHNPULUMPOBAHHOM Mbl Ha3biBaeM MHGOPMaALIMIO, COAEPIKALLY IO
nepcoHasbHble AaHHble (Hanpumep: ®NO, NOrMH UK Ha3BaHME KOMMaHMK) NoceTuTens
CcalnTa, a TakXXe MHpopMaLmIo 0 AENCTBMAX, COBEPLUAEMbIX BaMu Ha canTe URL.
(HanpuMep: 3aKa3 NoCceTMUTENs calTa C ero KOHTakKTHOW MHMopMauuren). AHOHUMHBIMWU Mbl
Ha3blBaeM AaHHble, KOTOpPble HEBO3MOXHO O4HO3HAYHO NAEHTUMOULMPOBATbL C KOHKPETHbLIM
rnoceTutenem carta (Hanpumep: CTaTUCTMKA MOCELLAEeMOCTMN canTa).

2. Vicnonb3oBaHue nHpopMaumnm

Mbl NCnonb3yeM NepCOHNMOULNPOBAHHYIO MHDOPMALMIO KOHKPETHOIO NOCETUTENS CalTa
NCKNIOYNTENBHO AN obecneyeHns eMy KaueCTBEHHOI0 OKa3aHUsa yciyr n ux yyeta. Meol
He pacKpblBaeM NepcoHMMdUUMPOBAHHbIX AaHHbIX OA4HUX noceTuTenen canta URL agpyrum
noceTuTensam canta. Mbl HUKOrAa He Ny6ANKYyeM NEPCOHNMPULNPOBAHHYO MH(OPMaLMIO B
OTKPbITOM AOCTYMNe U He NepejaeM ee TpeTbUM NuuaM. VICKIIYeHneEM SABNAKTCA NULb
CUTyauumu, Korga npefocrtaBsieHne Takon MHpOpMaLMKM YNOTHOMOYEHHbIM
rocyAapCTBEHHbIM OpraHaM rnpeanucaHo AeUCTBYOWMM 3aKOHOAaTEeNbCTBOM Pecnybnnku
KasaxctaH. Mbl nybnnkKyeMm n pacnpocTpaHsieM TO/IbKO OTYETbl, MOCTPOEHHbIE Ha
OCHOBaHWM cO6paHHbIX @aHOHUMHBbIX AaHHbIX. [1pY 3TOM OTYETHLI HE coaepXKaT
nHdOopMaLmo, N0 KOTOPOoKn 6bIN0 6bl BO3MOXHBLIM MAEHTUMULNPOBATL
NepCoHNPUUMPOBaHHbIE AAaHHbIE NOSIb30BaTeNen ycayr. Mbl TakxKe UCMOSb3yeM
AHOHMMHbIE AaHHble AN BHYTPEHHEro aHanu3a, Lesbio KOTOPOro sBSeTCS pa3BuTne
npoAayktos u ycnyr URL

3. Ccblnku

Caiit www.BALU AIPEC CANTA.kz MOXeT coaepxaTb CCbIIKN Ha Apyrue caiTbl, He
NMeloLLMe OTHOLEHNS K Hawer KOMNaHUM 1 NpuHaanexaiwime TpeTbuM nuam. Mol He



HeceM OTBETCTBEHHOCTM 3a TOYHOCTb, MOJIHOTY U AOCTOBEPHOCTb CBEAEHUN, pa3MeLleHHbIX
Ha caMTax TpeTbuX Nnu, U He 6epeM Ha cebs HUKaKnx 0693aTeNbCTB N0 COXPAHEHMUIO
KoHbMAeHUMaNbHOCTN UHPOPMALIMUK, OCTAB/IEHHOM BaMU Ha TakKMxX camTax.

4. OrpaHn4yeHne OTBETCTBEHHOCTH

Mbl genaeM BCe BO3MOXHOE ANns cobnogeHnsa HacToswen noanTUKu
KOHMMAEHLMANBbHOCTN, OAHAKO, Mbl HE MOXEM FapaHTUpPOBaTb COXPAaHHOCTb MHMOPMauUnmn
B C/ly4ae BO3AeNCTBUS (haKTOPOB, HAaXOAALWMXCH BHE HALWLEro BANSHUS, pe3ynbTaToM
OEeNCTBUS KOTOPbIX CTAHET packpbiTve nHdopmaunm. Cant www.BALL AOQPEC
CAMTA.kz v BCs pasMelleHHasi Ha HeM MHQOopMaLMs NpeacTaBieHbl Mo NPUHLMAY "Kak
ecTb” 6e3 Kaknx-nnbo rapaHTUin. Mbl HE HECEM OTBETCTBEHHOCTM 3a HeEBaronpusaTHble
MnocneacTBus, a Takxe 3a ntobbie yObITKM, NMPUYNHEHHbBIE BCNEACTBME OrpaHNUYEHNS
poctyna K canty URL unum Bcneacteme NoceleHns canta n MCNoMib30BaHMSA pa3MeLLeEHHOMN
Ha HEM MHdOpMaLMK.

5. KOHTaKTbI
Mo BonpocaM, KacatoLwmnMcs HaCTOALWEN NONNTUKMK, Npocbba obpawaTtbcsa no agpecy E-
MAIL appec

IOpunanuyeckoe nmuo

3aecb Heo6xoaNMMO yKa3aTb Ha3BaHME PUANYECKOro INLa, PEKBU3UTDI,
ropuanueckmin agpec n pakTtuueckui (ecnm otnnyaercs)
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